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Data Protection Policy

Introduction

Cornerstone understands the importance of complying with the requirements of the Data Protection Act 1998 (‘the Act’).
Cornerstone regards the lawful and correct treatment of personal data as critical to its successful operations and to the
maintenance of confidence from those with whom it carries out business.

To operate efficiently, Cornerstone has to collect and use personal data about the people with whom it works. These may include
members of the public, current, past and prospective employees, clients and customers, and suppliers. The aim of this policy is to
provide guidance to employees and third parties working with or on the behalf of Cornerstone to ensure that data is handled and
maintained in line with the Act.

For the purpose of this policy any references made to Cornerstone relate to all aspects of the business and any third parties
working on its behalf.
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Scope

This policy applies to all employees and third parties acting on behalf of Cornerstone including consultants, sub-contractors,
suppliers, partners or other agents.

Aims of the Policy
This policy seeks to:

e Ensure that personal information is handled and dealt with in line with the principles of the Data Protection Act (‘the Act’).

e  Provide guidance and advice to employees and third parties handling personal data.

e Outline the roles and responsibilities of those who in the course of their employment are required to handle and maintain
personal data.

Principles of the Data Protection Act

Personal data is defined as data relating to a living individual who can be identified from the data and other information which is in
the possession of, or is likely to come into the possession of the data controller. The Act stipulates that anyone processing personal
data must comply with Eight Principles of good practice.

Cornerstone (East Anglia) Ltd e Registered No. 5117129 ¢ VAT Reg No. 837 9951 66 ¢ Registered office: Unit 2-4, Fuller Road, Harleston, Norfolk IP20 9EA



CORNERSTONE | %

INSULATIONS e RENEWABLES @ INVESTMENTS

The Principles require that personal data is:

Fairly and lawfully processed

Processed for limited purposes

Adequate, relevant and not excessive

Accurate and kept up to date, where appropriate

Not kept for longer than necessary

Processed in line with the individual's rights

Secure

Not transferred to other countries without adequate protection

NN~

How We Meet the Principles
Cornerstone will:

Ensure that the rights of people about whom the personal data is held can be fully exercised under the Act

Ensure that employees who are responsible for the management of personal data are appropriately trained to do so
Ensure employees who handle personal data understand the requirements set out under the Act

Ensure that queries about handling personal data are strictly dealt with in line with the guidance outlined within the policy
Ensure that employees are aware that processing of data is being undertaken

Ensure that data that is deemed factually incorrect is rectified, blocked, erased or securely destroyed

Roles and Accountabilities

Employees are responsible for ensuring that any personal data, whether in electronic or paper format, is held and processed
securely including:

Checking that any personal data provided in connection with their employment is accurate and up to date

Notifying Cornerstone in writing if this data changes to ensure personal data provided is accurate and up to date

Ensuring that they are familiar with and follow this policy along with the eight data protection principles at all times

Ensuring the security of electronic data is not compromised by not disclosing passwords to anyone and appropriate password

/ screen saver protection is in place prior to going home or leaving a workstation for any length of time

e Personal data held within electronic and manual records is stored in a suitable and secure environment

e To prevent the theft or disclosure of personal data, employees should not hold any personal data at home, whether in hard
copy or electronic format. Any data to be transferred on portable media must only be done so where absolutely necessary and
will require encryption.

e Employees should not disclose personal data either verbally or in writing, accidentally or otherwise, to any unidentified or
unauthorised third party.

e Do not disclose any data which could be deemed commercially sensitive by Cornerstone to any third parties either verbally or

written.

In addition to the above, all employees who work in a position which requires the handling or processing of personal data are
responsible for:

e Limiting internal access to HR records to authorised users only
e Holding all manual and electronic HR records confidentially and securely

If an employee is in any doubt about what they may or may not do under Data Protection legislation, they must seek advice from
their Line Manager. Failure on the part of any employee to comply with any of these requirements could be deemed a disciplinary
offence and may result in disciplinary action up to and including dismissal. In some cases this could also result in a criminal
prosecution.

In addition to the above, all Managers are responsible for ensuring:

e Any personal or sensitive data they hold for day to day operational management purposes is kept to a minimum, processed for
a specific purpose and held confidentially in accordance with the eight data protection principles

e Paper files and other records or documents containing personal/sensitive data are kept in a secure environment whilst
unattended
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e Personal or sensitive data held on computers and computer systems is protected by the use of secure passwords, which
where possible, have forced changes periodically.

All contractors, consultants, partners or other agents of Cornerstone must:
e  Ensure that they and all of their staff who have access to personal or sensitive data held or processed for or on behalf of
Cornerstone, are aware of this policy and their duties and responsibilities under the Act

e Allow data protection audits by Cornerstone of personal or sensitive data held on its behalf (if requested)

All third parties who are users of personal or sensitive data supplied Cornerstone will be required to confirm that they will abide
by the requirements of the Act with regard to data supplied.

Information Technology

Incoming and outgoing email is electronically scanned for undesirable content, however all mail is treated in the strictest
confidence and is not accessed by Cornerstone. In exceptional circumstances, for security reasons and to detect and deter
unauthorised access, Cornerstone reserves the right to view mail that it deems to be suspect. The results of monitoring will be
maintained in the strictest confidence.

All employees with responsibilities for maintaining IT equipment shall be required to comply with Cornerstone’s confidentiality
agreements. It is therefore Cornerstone policy that any breach of any of the obligations set out in the agreements will be treated
extremely seriously and may result in disciplinary action, in certain cases legal action may also be taken against the employee.
Cornerstone reserves the right to gain access to personal password protected IT equipment where it is deemed necessary in order

to continue business operations. Access to this equipment or business related emails, folders or drives may be granted to other
employees by a Director and only for business reasons.

Digital Media
Cornerstone reserves the right to use photographs and case studies taken in the course of employment for the promotion of

Cornerstone through publications, submissions or on the company website, except where an individual expressly requests for
them not to be used.

Use of Telephone Recordings

Cornerstone reserves the right to use telephone recordings recorded in the course of employment for the purpose of monitoring
and training.

Review

This policy will be reviewed annually and in line with legislative updates and the future needs of the business.

Name: Tom Eden, Managing Director
Date: 3rd January 2018
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